
Confidence-aware Training of 
Smoothed Classifiers for Certified Robustness

Jongheon Jeong*    Seojin Kim*    Jinwoo Shin

AAAI 2023

Korea Advanced Institute of Science and Technology (KAIST)



Adversarial Examples [Szegedy et al., 2013]

The existence of small, worst-case input noise that affects the output prediction

2Source: Florian Tramèr, Measuring and Enhancing the Security of Machine Learning, 2020.
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Randomized Smoothing [Cohen et al., 2019]

Idea: Construct a smoothed classifier from the base classifier (e.g., a neural net)  

3[Cohen et al., 2019] Certified adversarial robustness via randomized smoothing. ICML 2019.
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Randomized Smoothing [Cohen et al., 2019]

Idea: Construct a smoothed classifier from the base classifier (e.g., a neural net)  

• Cohen et al. (2019): A provable guarantee on adversarial robustness of       in terms of 

4[Cohen et al., 2019] Certified adversarial robustness via randomized smoothing. ICML 2019.
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f̂(x) := argmax
k2Y

{P�⇠N (0,�2I)(f(x+ �) = k)}
Gaussian noise

Randomized
Smoothing

“certified radius”



Why Randomized Smoothing (RS)?
Compared to the major criticisms on Adversarial Training (AT) [Madry et al., 2018]:

• Criticism 1: AT does not generalize to unseen adversaries
RS is attack-free, and can handle many adversaries at once [Mohapatra et al., 2020]

• Criticism 2: AT cannot guarantee anything, i.e., it only gives empirical robustness
RS provides provable guarantees, even in sample-wise manner

5

[Madry et al., 2018] Towards Deep Learning Models Resistant to Adversarial Attacks. ICLR 2018.
[Mohapatra et al., 2020] Higher-Order Certification for Randomized Smoothing. NeurIPS 2020.

AT: RS:ℓ!-adversary

Gaussian noise



How to Train Randomized Smoothing? 
Randomized smoothing (RS) introduces a new problem:

(AT) “How to train      to maximize the robustness of     ?”
(RS) “How to train      to maximize the robustness of     ?”

• Gaussian [Cohen et al., 2019]: Training with Gaussian augmentation

• SmoothAdv [Salman et al., 2019]: Approximative adversarial training on  
• MACER [Zhai et al., 2020]: Maximizing a soft approximation of certified radius
• Consistency [Jeong and Shin, 2020]: Consistency regularization improves RS
• SmoothMix [Jeong et al., 2021]: Confidence calibration towards adversarial, extrapolative noise

6

[Cohen et al., 2019] Certified adversarial robustness via randomized smoothing. ICML 2019.
[Salman et al., 2019] Provably robust deep learning via adversarially trained smoothed classifiers. NeurIPS 2019.
[Zhai et al., 2020] MACER: attack-free and scalable robust training via maximizing certified radius. ICLR 2020.
[Jeong and Shin, 2020] Consistency regularization for certified robustness of smoothed classifiers, NeurIPS 2020.
[Jeong et al., 2021] SmoothMix: Training confidence-calibrated smoothed classifiers for certified robustness, NeurIPS 2021.
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Motivation 1: Confidence vs. Robustness in RS
The prediction confidence 𝑝𝐱 is positively correlated with the certified radius of
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Theorem Let                                                           . Then, the ℓ!-robust radius of          is lower-bounded by:
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f̂(x+�) 6=f̂(x)

k�k2 � � · ��1(px)
Gaussian CDF



Motivation 2: Invariance vs. Sensitivity in RS
Invariance to Gaussian noise is often at a cost of model sensitivity [Tramer et al., 2020]

• In RS, the trade-off becomes severe depending on noise samples
⇒ For some cases, achieving “high RS confidence” is challenging even for humans

8[Tramer et al., 2020] Fundamental Tradeoffs between Invariance and Sensitivity to Adversarial Perturbations. ICML 2020.
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Confidence-Aware Training of RS (CAT-RS)
In some cases, achieving high RS confidence is fundamentally challenging
• For such instances, the certified radius at “oracle” RS classifiers should be low

Confidence-aware re-design of the Gaussian training [Cohen et al., 2019] objective

9[Cohen et al., 2019] Certified adversarial robustness via randomized smoothing. ICML 2019.
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Case 1: 𝑝𝐱 < 𝟏
(low confidence)
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Case 2: 𝑝𝐱 ≈ 𝟏
(high confidence)



Case 1: Low-confidence instances (𝒑𝐱 < 𝟏)
Assumption: The decision boundary around x is sensitive to Gaussian noise

For some noise samples 𝜹, 𝐱 + 𝛅 is fundamentally “hard-to-classify”
Minimize the loss only for “top-𝐾 easiest” Gaussian samples

10
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Bottom-𝑲 Gaussian objective:
• 𝑀 noise samples: 
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Case 2: High-confidence instances (𝒑𝐱 ≈ 𝟏)
Assumption: The decisions around x are invariant for most of Gaussian noise

The standard Gaussian training may not fully cover “potentially hard” noises 
Optimize each noise sample to generate “worst-case” Gaussian samples

11

<latexit sha1_base64="IXlmBFFF3OSt7RAV/uVpJKmGmwA="></latexit>x
<latexit sha1_base64="ajBj4I0HfR7iz6Kq61IiGkNzSHA="></latexit>

Lhigh := max
i
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<latexit sha1_base64="ajBj4I0HfR7iz6Kq61IiGkNzSHA="></latexit>

Lhigh := max
i
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Worst-case Gaussian objective:
• 𝑀 noise samples: 
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Overall Training Scheme: CAT-RS
CAT-RS differently applies 𝐿"#$ and 𝐿%&'% sample-wise using 𝑀 Gaussian noises

How to decide which objective to use per sample?
A simple masking condition “𝐾 = 𝑀”: i.e., when 𝐿"#$ covers the full noise samples

12

Bottom-𝑲 Gaussian objective:
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Experiments

We compare CAT-RS with existing methods for training robust RS
1. CAT-RS consistently obtains state-of-the-art certified robustness on diverse benchmarks

• CIFAR-10/100, ImageNet, MNIST, Fashion-MNIST
2. The effectiveness of CAT-RS generalizes to corruption robustness, e.g., CIFAR-10-C, MNIST-C
3. An extensive ablation study confirms the individual effectiveness of proposed components 

Evaluation metrics
1. Certified test accuracy @ radius 𝒓 [Cohen et al., 2019]

• % test dataset that (a)                 , and (b)

2. Average certified radius (ACR) [Zhai et al., 2020]

13

[Cohen et al., 2019] Certified adversarial robustness via randomized smoothing. ICML 2019.
[Zhai et al., 2020] MACER: attack-free and scalable robust training via maximizing certified radius. ICLR 2020.



Experiments: Results on CIFAR-10
CAT-RS achieves new SOTA ACRs, exhibiting a better robustness trade-off

14
Comparison of ACR and certified accuracy on CIFAR-10 (ResNet-110, 𝜎 ∈ 0.25, 0.5, 1.0 ) 



Experiments: ImageNet and ℓ"-robustness
CAT-RS also successfully scales up to certify on large-scale ImageNet

CAT-RS can also provides superior certification against ℓ(-adversaries
• Similarly, RS is capable to provide other types of robustness certification [Mohapatra et al., 2020]
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Results on ImageNet (ResNet-50, 𝜎 = 0.5) 

Certified accuracy against ℓ#-adversary on CIFAR-10 (ResNet-110, 𝜎 = 0.25) 

[Mohapatra et al., 2020] Higher-Order Certification for Randomized Smoothing. NeurIPS 2020.



Experiments: Results on CIFAR-10-C
CAT-RS can improve RS to further generalize on unseen corruptions

• Achieves the best ACRs on all the corruption types, as well as mean accuracy (mAcc)
• The observed gains are not from any prior knowledge about target corruptions

16



Summary
We design a new, state-of-the-art robust training for RS

• Motivation: In some cases, achieving high RS confidence is fundamentally challenging
• Two variants of Gaussian training: Bottom-𝐾, and Worst-case Gaussian objectives
• Properly calibrating smoothed confidences impacts the certified robustness of RS

Randomized smoothing has a great potential toward reliable deep learning
• RS is attack-free, and can handle multiple adversaries at once
• RS provides provable guarantees, even in sample-wise manner
• RS is model-agnostic - flexible and has many applications [Rosenfeld et al., 2020; Fischer et al., 2021]

• We hope our work could be a step toward making RS stronger in practical uses

Please drop by our poster session for more information!
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[Rosenfeld et al., 2020] Certified Robustness to Label-Flipping Attacks via Randomized Smoothing. ICML 2020.
[Fischer et al., 2021] Scalable Certified Segmentation via Randomized Smoothing. ICML 2021.


