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CAT-RS = A new, state-of-the-art robust training for randomized smoothing
* Motivation: For some inputs, achieving high robust radius is fundamentally challenging
* Appropriately calibrating (smoothed) confidences impacts the certified robustness

Background Confidence-aware Randomized Smooting

Adversarial examples in deep learning are easy-to-find and pervasive Motivation: Invariance to noise is often at a cost of model sensitivity [Trameret al, 2020] CAT-RS consistently improves (certified) adversarial robustness
. . o = For some cases, achieving “high RS confidence” is challenging even for humans .
« A small, worst-case input noise that affects the output prediction S 2R » Better accuracy-robustness trade-off compared to SOTAs, e.g., SmoothMix
Goal: f(X) — f(X _|_ 5) Vé . ||5||2 < £ : “Definitel o Methods ACR | 0.00 025 050 075 100 125 150 175 200 225 2.50
/ ! _ it's 5 - y: Gaussian 0424 | 76.6 612 422 25.1 0.0 0.0 0.0 0.0 0.0 0.0 0.0
- The hardest part Iit's o. Stability 0420 | 73.0 589 429 268 0.0 0.0 0.0 0.0 0.0 0.0 0.0
a classifier P SmoothAdv 0544 | 734 656 570 475 0.0 0.0 0.0 0.0 0.0 0.0 0.0
025 MACER 0531 | 79.5 69.0 558 406 0.0 0.0 0.0 0.0 0.0 0.0 0.0
Consistency 0552 | 75.8 67.6 58.1 46.7 0.0 0.0 0.0 0.0 0.0 0.0 0.0
SmoothMix 0553 | 771 679 579 46.7 0.0 0.0 0.0 0.0 0.0 0.0 0.0
CAT-RS (Ours) 0.562 | 76.3 681 588 48.2 0.0 0.0 0.0 0.0 0.0 0.0 0.0
Gaussian 0.525 | 65.7 549 428 325 220 14.1 8.3 3.9 0.0 0.0 0.0
Stability 0.531 | 62.1 52.6 427 333 238 16.1 9.8 4.7 0.0 0.0 0.0
SmoothAdv 0.684 | 653 578 499 417 337 260 195 129 00 0.0 0.0
N N "probably 5 050 MACER 0.691 | 642 575 499 423 348 276 202 126 0.0 0.0 0.0
" ! Consistency 0.720 | 643 575 506 432 362 295 228 16.1 0.0 0.0 0.0
90% Tabby Cat 100% Guacamole .. Or 8? SmoothMix 0737 | 61.8 559 495 433 372 317 257 198 00 00 00
. . . . . CAT-RS (Ours) 0.757 | 623 568 505 44.6 385 327 271 20.6 0.0 0.0 0.0
Randomized smoothing (RS) builds a new classifier from any base classifier f T BBl 1 w0 38 27 21 12 13 o7 s an 27
A . I I i -tn- 1" Stability 0.514 | 430 378 325 275 231 188 147 11.0 7.7 52 3.1
f X . r m ]P) f x _l_ 5 —_— k Case 1 FOF S0ME noise Samples 6' X+ 8 IS fundamentauy hard to CLaSSlfy SmoothAdv 0.790 | 43.7 403 369 338 305 270 240 214 184 159 134
= a g ax O~N (0702 I ) — - ; ~ 100 MACER 0744 | 414 385 352 323 293 264 234 202 174 145 121
- H H H . .. ~ Consistency 0.756 | 46.3 422 38.1 343 300 263 229 197 166 13.8 113
kel Gaussian noise Bottom-K Gaussian objective: 4, O ~ N (07 ol ) SmoothMix 0773 | 451 415 375 338 302 267 234 202 172 147 121

CAT-RS (Ours) 0.815 | 432 402 372 343 31.0 281 249 220 193 168 14.2

X+ 0

(Gaussian noise)

Comparison of ACR and certified accuracy on CIFAR-10 (ResNet-110, o € {0.25, 0.5, 1.0})
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» CAT-RS also successfully scales up to certify on large-scale ImageNet

> “ - N w.r.t. the loss values
panda where K ~ Bin(M, px). Methods ACR |00 05 10 15 20 25 30 35
1 LA”Y approximation of p, Gaussian (Cohen et al. 2019) 0875 | 44 38 33 26 19 15 12 9
Binomial distribution Consistency (Jeong and Shin 2020) | 0982 | 41 37 32 28 24 21 17 14
\. J SmoothAdv (Salman et al. 2019) 1.003 | 40 37 34 30 27 25 20 15
. o . . SmoothMix (Jeong et al. 2021) 1.047 | 40 37 34 30 26 24 20 17
Case 2: The standard Gaussian training may not fully cover "potentially hard" noises CAT-RS (Jeong et al. 2022) 1071 | 44 38 35 31 27 24 20 17
° , ' (L ' ' ' ( \
Idea: Define a smoothed classifier by averaging f over Gaussian noise ]? Worst-case Gaussian objective: &, --- 8y ~ N(0,021) Results on ImageNet (ResNet-50, 6 = 0.5)
« Cohen et al. (2019): A provable guarantee on adversarial robustness of Kullback-Leibler divergence | , ,
b ok [ T . ’  CAT-RS can improve RS to further generalize on unseen corruptions
= (F( ) 1l 9) : .
Theorem Let px := maxy {Pﬁ(f(x + 5) = k)} pX’. L . m’],a’f KL F X —I_ 57/ y ’ S g X\?’& Q \eﬁ‘d X\é\&' %&O\‘é N x\Y’& < \e&ﬁ \\Q&» gfv@&
. A . “ " X AL : N A 3\ ) \S b\
The #,-robust radius at f(x) is lower-bounded by: | Select only the true worst-case e | 5 o o & o o e | o o 9 o o8
A : _1 = where 5: = argmax KL(F (X+ 5: ) ” @) Gaussian | 0412 0348 0506 0473 0505 0513 | 0.544 Clean | 766 730 734 795 758 711 | 763
R(f;x) = min ||5 || 9o>0 P (px) 187 —6:ll2<e ¢ Shot 0414 0350 0503 0472 0503 0.508 | 0.542 Gaussian | 70.8 646 702 726 698 734|768
; ; 1 - ) - Impulse | 0389 0322 0495 0452 0492 0.499 | 0.530 Shot 700 656 684 728 69.6 72.6 | 76.6
f(x+8)# f(x) t 1 | | A soft-label assignment Defocus | 0372 0329 0480 0442 0482 0.489 | 0.512 Impulse | 702 61.6 69.0 740 704 73.6 | 75.6
Gaussian CDF L Adversarial search on noise 189 § = 37 22 F(x+ ) y Glass 0343 0291 0473 0415 0472 0483 | 0.505 Defocus | 648 654 684 712 692 70.6 | 74.2
Remark: The higher py, the better robustness at f(x) _ Moton | 0.352 0314 0458 0417 0465 0474\ 092 GO | &0 64 612 722 708 66 | 116
CAT-RS differently applies L'°" and L"8" sample-wise using M Gaussian noises Smow | 0346 0325 0452 0417 0448 0438 | 0.487 Zoom | 652 642 656 706 684 714|754
= | | o Frost 0298 0298 0434 0377 0401 0.403 | 0.434 onow | e e I8 Y | e
Randomized thi (RS)' trod ol = How to decide which objective to use per sample? g(;lgght 8% 8.3,22 % 84212? 8421;; 8421% gggi Fog 524 388 454 538 492 504 | 514
anaomized smootnin INtroauces a new prooiwem: , , " : . ' ' ’ ’ TR . Bright | 71.0 70.6 67.6 73.8 732 73.8 | 76.4
J P A simple masking condition “K = M”: i.e., when L'°% covers the full noise samples Constrast | 0.146  0.131 0.228 0.195 0213 0.202 ) 0.228 Constrast | 304 300 348 428 356 364 | 378
T ' ' ' 7,, Elastic 0.331 0.290 0.441 0.405 0.445 0.447 | 0.464 Elastic 644 634 646 710 664 698 | 714
(AT) “How to train f to maximize the robustness of f Pirel | 0404 0350 0500 0465 0.500 0509 | 0.538 Pixel | 664 676 686 744 698 698 | 762
: . A CAT-RS 1low hich : 354 0504 0. 502 0.504 | 0. JPEG | 678 668 686 708 684 708 | 76.2
|:> (RS) “How to train f to maximize the robustness of f ?” L — L —+ )\ -1 [ R = [\/z] . L & mACR | 0343 0302 0447 0409 0444 0446 | 0.475 mAcc | 644 607 637 688 656 67.7 | 701

Results on CIFAR-10-C (ResNet-110, o = 0.25)
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