
Confidence-aware Training of 
Smoothed Classifiers for Certified Robustness

Backgrounds Section header in 34pt font

Jongheon Jeong* (KAIST EE; jongheonj@kaist.ac.kr), Seojin Kim* (KAIST AI), Jinwoo Shin (KAIST AI)

CAT-RS = A new, state-of-the-art robust training for randomized smoothing
• Motivation: For some inputs, achieving high robust radius is fundamentally challenging
• Appropriately calibrating (smoothed) confidences impacts the certified robustness

Adversarial examples in deep learning are easy-to-find and pervasive

Randomized smoothing (RS) builds a new classifier from any base classifier f
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• Idea: Define a smoothed classifier by averaging    over Gaussian noise
• Cohen et al. (2019): A provable guarantee on adversarial robustness of f̂
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CAT-RS consistently improves (certified) adversarial robustness

• Better accuracy-robustness trade-off compared to SOTAs, e.g., SmoothMix• A small, worst-case input noise that affects the output prediction

Comparison of ACR and certified accuracy on CIFAR-10 (ResNet-110, σ ∈ 0.25, 0.5, 1.0 ) 

Results on ImageNet (ResNet-50, σ = 0.5) 

• CAT-RS also successfully scales up to certify on large-scale ImageNet

• CAT-RS can improve RS to further generalize on unseen corruptions

Results on CIFAR-10-C (ResNet-110, σ = 0.25) 
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